Logdateien von OP und RP mit dynamischer Client-Registrierung
ohne optionale Tokenverschlusselung (Ausschnitte)

127.0.0.1 - "" [20/Apr/2023:15:59:34 +0200] " HTTP/1.1" 301 3051 "-" "Mozilla/5.0 (X11; Ubuntu; Linux
x86_64; rv:109.0) Gecko/20100101 Firefox/112.0"

127.0.0.1 - "" [20/Apr/2023:15:59:34 +0200] "GET /valid-user/ HTTP/1.1" 302 947 "-" "Mozilla/5.0 (X11; Ubuntu; Linux
x86_64; rv:109.0) Gecko/20100101 Firefox/112.0"

127.0.0.1 - - [20/Apr/2023:15:59:34 +0200] " ?target_link_uri=https%3A%2F%2Fsp2.local%2Fvalid-user

%2F&method=get&oidc_callback=https%3A%2F%2Fsp2. local%2Fprotected%2Fcallback&x_csrf=XURuoDz6wNg HTTP/1.1" 200 1059 "-"
"Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/112.0"

[Thu Apr 20 15:59:41.180517 2023] [auth_openidc:debug] [pid 6817] src/util.c(796): [client 127.0.0.1:47700]

oidc_util http_call: , data=(null), content_type=(null),
basic_auth=null, bearer_token=(null), ssl_validate_server=1, timeout=5, outgoing_proxy=(null), pass_cookies=0,
ssl_cert=(null), ssl_key=(null), ssl_key_ pwd=(null), referer: https://sp2.local/discovery.php?target_link_uri=https%3A%2F
%2Fsp2.local%2Fvalid-user%2F&method=get&oidc_callback=https%3A%2F%2Fsp2. local%2Fprotected%2Fcallback&x_csrf=XURuoDz6wNg

OP: Eingehende Abfrage der OP-Konfiguration

127.0.0.3 - - [20/Apr/2023:15:59:41 +0200] "GET /.well-known/openid-configuration HTTP/1.1" 303
3045 "-" "mod_auth_openidc"

127.0.0.3 - - [20/Apr/2023:15:59:41 +0200] "GET /idp/profile/oidc/configuration HTTP/1.1" 200
2431 "-" "mod_auth_openidc"

OP: Antwort mit Konfiguration, Vergabe einer Client ID durch OP

==> logs/idp-process.log <==

2023-04-20 15:59:41,349 - 127.0.0.3 - INFO [Shibboleth-Audit.OIDC.Configuration:338] - 127.0.0.3]|
2023-04-20T13:59:41.349289Z|||||]1111]]|0OpenIDConfigurationSuccessResponse]| ||| |mod_auth_openidc

2023-04-20 15:59:41,712 - 127.0.0.3 - INFO [net.shibboleth.idp.plugin.oidc.op.profile.impl.BuildClientInformation:159] -
Profile Action BuildClientInformation: Client information successfully added to the outbound context

2023-04-20 15:59:41,806 - 127.0.0.3 - INFO [net.shibboleth.oidc.metadata.impl.StorageServiceClientInformationResolver:57]
- Successfully stored the client information for ID _71f6d421627e10f91b17be9736ccafe9

2023-04-20 15:59:41,808 - 127.0.0.3 - INFO [net.shibboleth.idp.plugin.oidc.op.profile.impl.StoreClientInformation:216] -
Profile Action StoreClientInformation: Client information successfully stored for _71f6d421627e10f91b17be9736¢ccafe9



[Thu Apr 20 15:59:41.325186 2023] [auth_openidc:debug] [pid 6817] src/util.c(998): [client 127.0.0.1:47700]
oidc_util_http_call:
" ":"https:\\/\\/1dp2.local\\/ldp\\/proflle\\/01dc\\/authorize",
" " "https:\\/\\/idp2.local\\/idp\\/profile\\/oidc\\/token",
" ":"https:\\/\\/idp2.local\\/idp\\/profile\\/oidc\\/register",
" ":"https:\\/\\/idp2. local",
" ":"https:\\/\\/idp2.local\\/idp\\/profile\\/oidc\\/keyset",
":["openid", "profile", "email"],
n "'["COde"],
response_modes_supported":["query", "fragment", "form_post"],

":["authorization_code", "implicit", "refresh_token"],

" ":["client_secret_basic", "client_secret_post", "client_secret_jwt",

"private_key_jwt"],
"request_object_signing_alg_values_supported":["none", "RS256", "RS384", "RS512", "HS256", "HS384",

"HS512", "ES256", "ES384", "ES512"],

"request_parameter_supported":true,

"request_uri_parameter_supported":true,

" ":["public", "pairwise"],

" ":"https:\\/\\/1idp2.local\\/idp\\/profile\\/oidc\\/userinfo",
"id_token_signing_alg_values_supported":["RS256", "RS384", "RS512", "ES256", "HS256", "HS384", "HS512"],
"id_token_encryption_alg_values_supported":["RSA1_5", "RSA-OAEP", "RSA-OAEP-256", "A128KW", "A192KW", "A256KW",

"A128GCMKW", "A192GCMKW", "A256GCMKW" ],
"id_token_encryption_enc_values_supported":["A128CBC-HS256", "A192CBC-HS384", "A256CBC-HS512",

"A128GCM", "A192GCM", "A256GCM" ],
"userinfo_signing_alg_values_supported":["RS256", "RS384", "RS512", "ES256", "HS256", "HS384", "HS512"],
"userinfo_encryption_alg_values_supported":["RSA1_5", "RSA-OAEP", "RSA-OAEP-256", "A128KW", "A192KW", "A256KW",

"A128GCMKW", "A192GCMKW" , "A256GCMKW" ],
"userinfo_encryption_enc_values_supported":["A128CBC-HS256", "A192CBC-HS384", "A256CBC-HS512",

"A128GCM", "A192GCM", "A256GCM" ],

"dlsplay values supported"'["page"],

":["aud","iss", "sub", "iat", "exp", "acr", "auth_time", "email", "email_verified", "address", "phone",
"phone_number_verified", "name" "famlly name" "given_name", "middle_name", "nickname", "preferred_username",
"profile", "picture", "web31te" "gender", "b1rthdate" "zoneinfo", "locale", "updated_at"],

"c1aims_parameter_supported":true},
referer: https://sp2.local/discovery.php?target_link_uri=https%3A%2F%2Fsp2.local%2Fvalid-user
%2F&method=get&oidc_callback=https%3A%2F%2Fsp2. local%2Fprotected%2Fcallback&x_csrf=XURuoDz6wNg

[Thu Apr 20 15:59:41.326420 2023] [auth_openidc:debug] [pid 6817] src/util.c(1898): [client 127.0.0.1:47700]
oidc_util_file_write: ; number of bytes
(2079), referer: https://sp2.local/discovery.php?target_link_uri=https%3A%2F%2Fsp2.local%2Fvalid-user



%2F&method=get&oidc_callback=https%3A%2F%2Fsp2. local%2Fprotected%2Fcallback&x_csrf=XURuoDz6wNg

[Thu Apr 20 15:59:41.326806 2023] [auth_openidc:debug] [pid 6817] src/util.c(796): [client 127.0.0.1:47700]
oidc_util_ , data={
"client_name":"sp2.local",
"redirect_uris":["https://sp2.local/protected/callback"],
"response_types":["code","id_token","id_token token",'"code id_token","code token","code id_token token"],
"grant_types":["authorization_code", "implicit", "refresh_token"],
"token_endpoint_auth_method":"client_secret_basic",
"contacts":["hotline@aai.dfn.de"],
"jwks_uri":"https://sp2.local/protected/callback?jwks=rsa",
"id_token_encrypted_response_alg":"RSA1_5",
"id_token_encrypted_response_enc":"A256GCM",
"userinfo_encrypted_response_alg":"RSA1_5",
"userinfo_encrypted_response_enc":"A256GCM",
"initiate_login_uri":"https://sp2.local/protected/callback",
"frontchannel_logout_uri":"https://sp2.local/protected/callback?logout=get",
"backchannel_logout_uri":"https://sp2.local/protected/callback?logout=backchannel",
"id_token_token_binding_cnf":"tbh",
"subject_type":"public"},
content_type=application/json, basic_auth=null, bearer_token=(null), ssl_validate_server=1, timeout=5,
outgoing_proxy=(null), pass_cookies=0, ssl_cert=(null), ssl_key=(null), ssl_key_pwd=(null), referer:
https://sp2.local/discovery.php?target_link_uri=https%3A%2F%2Fsp2.local%2Fvalid-user%2F&method=get&oidc_callback=https%3A
%2F%2Fsp2.local%2Fprotected%2Fcallback&x_csrf=XURuoDz6wNg

OP: eingehende Registrierungsanfrage
==> /var/log/apache2/access-idp2.log <==
127.0.0.3 - - [20/Apr/2023:15:59:41 +0200] "POST /idp/profile/oidc/register HTTP/1.1" 201 3599 "-" "mod_auth_openidc"

==> logs/idp-process.log <==

2023-04-20 15:59:41,834 - 127.0.0.3 - INFO [Shibboleth-Audit.OIDC.Registration:338] - 127.0.0.3]|
2023-04-20T13:59:41.421059Z| 2023-04-20T13:59:41.834481Z|||||]|]||]|0IDCClientRegistrationRequest |
OIDCClientInformationResponse] ||| |mod_auth_openidc

OP: Datenbankauszug StorageRecords
SRR S o Sk S b S I S S S

context: oidcClientInformation
id: _71f6d421627e10f91b17be9736ccafe9
expires: NULL


https://sp2.local/protected/callback
https://sp2.local/protected/callback?logout=backchannel
https://sp2.local/protected/callback?logout=get
https://sp2.local/protected/callback
https://sp2.local/protected/callback?jwks=rsa
mailto:hotline@aai.dfn.de

value: {"grant_types":["refresh_token", "authorization_code"],

"subject_type":"public",
"application_type":"web",
"userinfo_encrypted_response_enc'":"A256GCM",

"redirect_uris":["https:\/\/sp2.local\/protected\/callback"],

"userinfo_encrypted_response_alg":"RSA1_5",
"token_endpoint_auth_method":"client_secret_basic",
"client_id":"_71f6d421627e10f91b17be9736ccafe9",
"id_token_encrypted_response_alg":"RSA1_5",
"id_token_encrypted_response_enc":"A256GCM",
"client_secret_expires_at":0,

"scope'":"openid profile email",

"jwks_uri":"https:\/\/sp2.local\/protected\/callback?jwks=rsa",

"client_id_issued_at":1681999181,
"client_secret":"_22b6ca29bc93d0ce7dec55cbhb99del18f",
"client_name":"sp2.local",
"contacts":["hotline@aai.dfn.de"],
"response_types":["code"],
"id_token_signed_response_alg":"RS256"}

version: 1

EE R I R R I I I R S O O R

OP:
==>
127.

127.

eingehender Authentication Request
/var/log/apache2/access-1idp2.log <==

0.0.3 - - [20/Apr/2023:15:59:41 +0200] "GET /idp/profile/oidc/authorize?

response_type=code

&scope=openid%20profile%20email

&client id=_71f6d421627e106f91b17be9736ccafe9
&state=NgQYOAXG_sRVLa7hoDjPhSRj1vo
&redirect_uri=https%3A%2F%2Fsp2. local%2Fprotected%2Fcallback
&nonce=y000nscthS_oHoxWvxiGAJtwBjK8NCZgrGTpjuQXxnik

HTTP/1.1" 302 2757 "https://sp2.local/" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)

Gecko/20100101 Firefox/112.0"

0.0.3 - - [20/Apr/2023:15:59:42 +0200] "GET /idp/profile/oidc/authorize?execution=elsl HTTP/1.1" 200 1365

"https://sp2.local/" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64;

/var/log/apache2/access-1idp2.log <==

Gecko/20100101 Firefox/112.0"

rv:109.0) Gecko/20100101 Firefox/112.0"

.0.0.3 - - [20/Apr/2023:15:59:43 +0200] "POST /idp/profile/oidc/authorize?execution=elsl HTTP/1.1" 302 293
"https://idp2.local/idp/profile/oidc/authorize?execution=el1s1" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64;

rv:109.0)


https://sp2.local/

127.0.0.3 - - [20/Apr/2023:15:59:43 +0200] "GET /idp/profile/oidc/authorize?execution=el1s2 HTTP/1.1" 200 1345
"https://idp2.local/idp/profile/oidc/authorize?execution=e1s1" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)
Gecko/20100101 Firefox/112.0"

OP: Login Endnutzer*in

==> Tlogs/idp-process.log <==

2023-04-20 15:59:51,471 - 127.0.0.3 - INFO [net.shibboleth.idp.authn.impl.LDAPCredentialvalidator:163] - Credential
Validator ldap: Login by 'professorin' succeeded

2023-04-20 15:59:51,559 - 127.0.0.3 - INFO [net.shibboleth.idp.authn.impl.FinalizeAuthentication:196] - Profile Action
FinalizeAuthentication: Principal professorin authenticated

==> /var/log/apache2/access-idp2.log <==

127.0.0.3 - - [20/Apr/2023:15:59:51 +0200] "POST /idp/profile/oidc/authorize?execution=els2 HTTP/1.1" 302
741 "https://idp2.local/idp/profile/oidc/authorize?execution=e1s2" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)
Gecko/20100101 Firefox/112.0"

127.0.0.3 - - [20/Apr/2023:15:59:51 +0200] "GET /idp/profile/oidc/authorize?execution=el1s3 HTTP/1.1" 200
1934 "https://idp2.1local/idp/profile/oidc/authorize?execution=e1s2" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64;
rv:109.0) Gecko/20100101 Firefox/112.0"

OP: User Consent

==> logs/idp-process.log <==

2023-04-20 15:59:55,435 - 127.0.0.3 - INFO [Shibboleth-Consent-Audit.0IDC.SS0:338] - 2023-04-20T13:59:55.435218Z|
_71f6d421627e10f91b17be9736ccafe9
|AttributeReleaseConsent |professorin|uid,email_verified,mail, displayName, givenName, sn,subject-public
| vDfwE7BJU6dXx2Qifbti7P4cz0SGNyEod40+ja+27nZo=, DROCrAiyb1DGs3TtMi2Q6LU4hCOckZy5E8YT1HTRIEY=,
+h0gBHgCbpMxk7iVZ4D6Ghhu5BfRX+1FGqVp9yvxCfA=, 80Tao0eYQcUPvXgbuBKxps6kLUd1K3169HbQOp5xzEE=,
4Jd1q0pC26makIZRAwrdEQtci+EJbtDs9OFdYAWX938g=, mKboPNz1JmH12z/m/nkTOmMdOEU6gTYmMZJIVYR1zJZ8bE=,
sM9ascdfGNN1JHtWuapI1JCIpc585xTRQXzgbuBZY58=|true

2023-04-20 15:59:55,542 - 127.0.0.3 - INFO [net.shibboleth.idp.saml.session.impl.SAML2SPSessionCreationStrategy:127] -
Creating BasicSPSession in the absence of necessary information

OP: Authentisierung erfolgreich, generierter Sub Claim fiir ,professorin” (subject-public) hier sichtbar.

2023-04-20 15:59:55,714 - 127.0.0.3 - INFO [Shibboleth-Audit.OIDC.SS0:338] - 127.0.0.3|2023-04-20T13:59:41.9852127|
2023-04-20T13:59:55.714248Z |professorin|_71f6d421627e10f91b17be9736ccafe9|||2023-04-20T13:59:51.472380Z]| |
5241e5ad778e6a9de03336337dad7ddaabf354ecd3deaa0913518eb7647398ch|public|false]| | |AuthenticationRequest |
AuthenticationSuccessResponse| || |b@a5f2d5584150eb25¢c536f47b67da693f3bcdd7965d87deafce99dec3b9febe
|[Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/112.0



==> /var/log/apache2/access-idp2.log <==
127.0.0.3 - - [20/Apr/2023:15:59:55 +0200] "POST /idp/profile/oidc/authorize?execution=e1s3 HTTP/1.1" 302

891 "https://idp2.local/idp/profile/oidc/authorize?execution=e1s3" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)
Gecko/20100101 Firefox/112.0"

OP: eingehender Access Token / ID Token Request:
==> /var/log/apache2/access-idp2.log <==
127.0.0.3 - - [20/Apr/2023:15:59:55 +0200] "POST /idp/profile/oidc/token HTTP/1.1" 200 5495 "-" "mod_auth_openidc"

OP: Authentisierung der RP (der Client ID) fiir Token Endpunkt:

==> logs/idp-process.log <==

2023-04-20 15:59:56,063 - 127.0.0.3 - INFO

[net.shibboleth.idp.plugin.oidc.op.authn.impl.0IDCClientInfoCredentialValidator:154] - Credential Validator
oauth2-clientinfo: Login by ' 71f6d421627e10f91b17be9736ccafe9' succeeded

2023-04-20 15:59:56,097 - 127.0.0.3 - INFO [net.shibboleth.idp.authn.impl.FinalizeAuthentication:196] - Profile
Action FinalizeAuthentication: Principal _71f6d421627e10f91b17be9736ccafe9 authenticated

127.0.0.1 - [20/Apr/2023:15:59:55 +0200] "GET
/protected/callback?code=AAdzZWNyZXQxD3viP01t6zI8eY4qzXecG-

y9FhreKNVEv4Ci51cURUAqIaq8xjfmGhZIgXHr IqJTSLAbR60CS8DjmspfPuF7AeuBmJgMh9a®sFjdCNwKt tSVKY - KRHVzwWFv8QlvyFECp5Xxu9pjB-
T4M32XRAQPDB4JsSRI3YGMMIzvVLMvUdx4_6RG_itZ1ja7pTpDrhfw8ZwWpTZR9d-wsos7u-VkpeGOHTryToXR-7m-KyDamEHNHWAS6SII81juzsdypxSh-
vgzpFEi11zzD-791Cm28v8fvZtmqlUhSuzS4idFQw8tCszsjjrSuAyCmPZeIpanprR6I_7wLIMt_nFb-70VgfxrgLxz8BMLYXTLUCFSCy90AMQ3Gz -
mLL2VaQgebsGgK2 1P5xJHTMFMzQGQAGDsVT1i3xpROeqCnIIybwW5zCnhhHN4IRmu5f04HW5p91f5Veer71ZcUivujzgXMYdLM66HbiaWPTRk9XpO_NcODXBfv
ttbFfducGaaa7SJrhvaS-95IgrwWMEOaHwWLBnJtH-BbwEgOevA3Cku2VVxzof_4YBC&state=NgQYOAXG_sRVLa7hoDjPhSRjlvo HTTP/1.1" 302 1149
"https://idp2.local/" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/112.0"

OP: verschickt Token Response mit Principal, Sub Claim, Client ID und diversen Standard-Claims

==> Tlogs/idp-process.log <==

2023-04-20 15:59:56,555 - 127.0.0.3 - INFO [Shibboleth-Audit.OIDC.Token:338] - 127.0.0.3|2023-04-20T13:59:55.836507Z|
2023-04-20T13:59:56.536674Z|professorin|_71f6d421627e10f91b17be9736ccafe9|||2023-04-20T13:59:56.094388Z|
at_hash, sub, aud, auth_time, iss, exp, iat, nonce, sid|5241e5ad778e6a9de03336337dad47ddaabf354ecd3deaa®913518ehb7647398ch|
| false| | | TokenRequest |0IDCTokenResponse| ||| |mod_auth_openidc

[Thu Apr 20 15:59:56.516132 2023] [auth_openidc:debug] [pid 6819] src/util.c(998): [client 127.0.0.1:44868]
oidc_util_http_call: response={

" " "AAdzZWNyZXQxkvXCQadeSUt5SjN_-_Gj39qU_29HObF3t3bgGQm_juacszio7EyhW93NgD6517Rn1INc54IpNrQ-
VOIgjQekP5Eab8Gkdz0h4I2DJ30W00T5B1Ra-aieM4ilek5PdXrEZR_2dSbODSTV2FP3anRanIG4AOM_sS5ELY6wjyl PCRA-
3VIKSNXMZmX21iyfuMO60vVLItxz9WQnQokbO®JY2aQNNcFVCjwbuSD94Gh5IDOTEiGOKATiE-_MObJC1-



CTULNQFREb_mbr5gk1ZIeQSi9JXhX6yngKrWlgpFKOn9QoaK13zTJboejzJJhHohxvuSwByAzB5VyCCeTSOKr0X0XabDby GhC1pGBeRPfpG_c5twEQyvZbOBP
0e9LKM-T2pKNBWNSGZ-GHzX-SbB-FEYiw_VvAWTKjhi018CCjc7QHV870_erkD9fNo_VilqPeT3Sbh-8e08h39WtM4cZ8Ro-
TeoQRATFXg2DHC40kyFY9Y1lyC_zIEVNGQBWOWlw5Z7_dilb1JUD9sXuOAXPnLw5FsSuT_j_nzgk6Jv20j0u-bssIywBf",

" ":"openid profile email",
"eyJraWQi0iJIMHRRVHZIZ2xJUMRQNXF2RFhKdU9TZUlyeWhwZ1JvN25BOXJuMVhob1FvIiwiY3R5IjoiS1dUIiwiZW5jIjoiQTIANKkdDTSISImFsSZyI6I1JT
QTFfNSJ9.

.Z4V -
eUxbjn4N1YgETtrMfw",

"token_type":"Bearer",
"expires_in":600}, referer: https://idp2.local/

[Thu Apr 20 15:59:56.632218 2023] [auth_openidc:debug] [pid 6819] src/proto.c(1659): [client 127.0.0.1:44868]

oidc_proto_ : successfully parsed (and possibly decrypted) JWT with
header={"kid":"defaultRSASign", "alg":"RS256"}, and
payload={

"at_hash":"mSGiX1f3yodv4X30n3gF8Q",
"sub":"5241e5ad778e6a9de03336337dad47ddaabf354ecd3deaa0913518eb7647398ch",
"aud":"_71f6d421627e10f91b17be9736ccafe9"”,

"auth_time'":1681999191,

"iss":"https:\\/\\/idp2. local",

"exp":1682002796,

"iat":1681999196,

"nonce":"y000nscthS_oHoxWvxiGAJtwBjK8NCZgrGTpjuQXnik",



"sid":"_a7ccdf74d25c45fdObd979a70788e9e0"},
referer: https://idp2.local/
[Thu Apr 20 15:59:56.793471 2023] [auth_openidc:debug] [pid 6819] src/proto.c(1400): [client 127.0.0.1:44868]
oidc_proto_get_key_from_jwks: or thumbprint x5t "(null)", referer: https://idp2.local/

OP: eingehende Abfrage des Schliisselmaterials fiir Signaturvalidierung:
==> /var/log/apache2/access-idp2.log <==
127.0.0.3 - - [20/Apr/2023:15:59:56 +0200] "GET /idp/profile/oidc/keyset HTTP/1.1" 200 3785 "-" "mod_auth_openidc"

OP: Zuriickgeben des Keyset

==> logs/idp-process.log <==

2023-04-20 15:59:56,821 - 127.0.0.3 - INFO [Shibboleth-Audit.0IDC.Keyset:338] - 127.0.0.3]||
2023-04-20T13:59:56.804793Z|||||]111]|]]|KeySetSuccessResponse]| ||| |mod_auth_openidc

[Thu Apr 20 15:59:56.793598 2023] [auth_openidc:debug] [pid 6819] src/proto.c(1462): [client 127.0.0.1:44868]
oidc_proto_get_key_from_jwks: : "defaultRSASign" for jwk: {

llktyll : "RSA",

"kid":"defaultRSASign",

"e":"AQAB",

"n":"g-k573Ex1LoHkFokWa-
iBtuWppzZ2ghnFAMUNLtHYB7QIiGL2hLYN9IM73cG1DKATWVQS8Mx88LQDYY51iVU10LCqhDvJIiDGT41ij52U8CFP2AjmUUDUSEOUpvgT_leq8tS2fR-
RYIOzT42fHVKKrOoyX0cn91ZH86CSL6RfoarMlméu8jL8FN2KBg_VAghq91JImWpIhcyHzYcBr 1X1k6puvM68mVhORdigvsNtCINfZszt -
rtENXRgOviLhgLXanZjmQVaH6ugDYzgwzj6DNAzTT2dfZvulKN1tgz-8tSckJr8KNWAG-jFIH36kXHNFFO00zzIzkLPH-Ez6a5Qc47m2RXw"

}, referer: https://idp2.local/

[Thu Apr 20 15:59:56.793700 2023] [auth_openidc:debug] [pid 6819] src/proto.c(1588): [client 127.0.0.1:44868]
oidc_proto_jwt_verify: , referer: https://idp2.local/
[Thu Apr 20 15:59:56.793709 2023] [auth_openidc:debug] [pid 6819] src/proto.c(1354): [client 127.0.0.1:44868]
oidc_proto_validate_idtoken: enter,

jwt.header="{

"kid":"defaultRSASign",
Ilalgll : "R8256"}",

"at_hash":"mSGiX1f3yodv4X30n3gF8Q",

"aud":"_71f6d421627e10f91b17be9736ccafe9",
"auth_time":1681999191,
"iss":"https:\\/\\/idp2. local",
"exp":1682002796,

"iat":1681999196,


https://idp2.local/
https://idp2.local/

"nonce" :"y000nscthS_oHoxWvxiGAJtwBjK8NCZgrGTpjuQXnik",
"sid":"_a7ccdf74d25c45fdObd979a70788e9e0"}",
nonce="y000nscthS_oHoxWvxiGAJtwBjK8NCZgrGTpjuQXnik", referer: https://idp2.local/

[Thu Apr 20 15:59:56.793816 2023] [auth_openidc:debug] [pid 6819] src/mod_auth_openidc.c(1133): [client 127.0.0.1:44868]
oidc_retrieve_claims_from_userinfo_endpoint: enter, referer: https://idp2.local/

[Thu Apr 20 15:59:56.793833 2023] [auth_openidc:debug] [pid 6819] src/proto.c(2308): [client 127.0.0.1:44868]
oidc_proto_resolve_userinfo: enter, =https://idp2.local/idp/profile/oidc/userinfo,
=AAdzZWNyZXQxkvXCQadeSUt5SjN_-_Gj39qU_29HObF3t3bgGQm_juacszio7EyhwW93NqD6517Rn1INC54IpNrQ-
VO0IgjQekP5Eab8Gkdz0h4I2DJ30W00T5B1Ra-aieM4ilek5PdXrEZR_2dShODSTV2FP3anRanIG4AOM_S5ELY6wW]jyl PCRA-
3VIKSNXMZmX21iyfuMO60vLOtxz9WQnQokb0®JY2aQNNcFVCjwbuSD94Gh5IDOTELiGOKATiE-_MObJC1-
CTULNQFREb_mbr5gk1ZIeQSi9JIXhX6yngKrWwigpFKOn9QoaK13zTJboejzJJhHohxvuSwByAzB5VyCCeTSOKr0X0Xabby GhC1pGBeRPfpG_c5twEQyvZbOBP
0e9LKM-T2pKNBWNSGZ-GHzX-SbB-FEYiw_VvAWTKjhi018CCjc7QHV870_erkD9fNo_VilqPeT3Sbh-8e08h39WtM4cZ8Ro-
TeoQRATXg2DHC40kyFY9Y1lyC_zIEvNGQBwWOWlw5Z27_dilb1JUD9sXUOAXPNLW5S5FSSUT_j_nzqk6Jv20jOu-bssIywBf, referer: https://idp2.local/

[Thu Apr 20 15:59:56.793845 2023] [auth_openidc:debug] [pid 6819] src/util.c(796): [client 127.0.0.1:44868]
oidc_util_http_call:
=https://idp2.local/idp/profile/oidc/userinfo,
data=(null),
content_type=(null),

=AAdzZWNyZXQxkvXCQadeSUt5SjN_-_Gj39qU_29HObF3t3bgGQm_juacszio7EyhwW93NgD6517Rn1INc54IpNrQ-
VO0IgjQekP5Eab8Gkdz0h4I2DJ30W00T5B1Ra-aieM4ilek5PdXrEZR_2dShODSTV2FP3anRanIG4AOM_S5ELY6wW]jyl PCRA-
3VIKSNXMZmX21yfuMO60vLItXxz9WQnQokb®JY2aQNNCcFVCjwbuSD94Gh5IDOTELiGOKATiE-_MObJC1-
CTULNQFREb_mbr5gk1ZIeQSi9JIXhX6yngKrWwigpFKOn9QoaK13zTJboejzJJhHohxvuSwByAzB5VyCCeTSOKr0X0Xabby GhC1pGBeRPfpG_c5twEQyvZbOBP
0e9LKM-T2pKNBWNSGZ-GhzX-SbB-FEYiw_VvAWTKjhi018CCjc7QHV870_erkD9fNo_VilqPeT3Sb-8e08h39WtM4cZ8Ro-
TeoQRATXg2DHC40kyFYQY1lyC_zIEvnGQBWOWlw5Z7_dilb1JUD9sXUOAXPNLW5FSSUT_j_nzgk6Jv20j0u-bssIywBf,
14

timeout=60,

outgoing_proxy=(null),

pass_cookies=0,

ssl_cert=(null),

ssl_key=(null),

ssl_key_pwd=(null),
referer: https://idp2.local/

OP: eingehender UserInfo Request
==> /var/log/apache2/access-idp2.1log <==
127.0.0.3 - - [20/Apr/2023:15:59:56 +0200] "GET /idp/profile/oidc/userinfo HTTP/1.1" 200 3965 "-" "mod_auth_openidc"
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OP: UserInfo Response

==> logs/idp-process.log <==

2023-04-20 15:59:57,455 - 127.0.0.3 - INFO [Shibboleth-Audit.OIDC.UserInfo:338] - 127.0.0.3|2023-04-20T13:59:56.967591Z|
2023-04-20T13:59:57.454867Z|professorin|_71f6d421627e10f91bl17be9736ccafe9| || |sub,email_verified, name,
preferred_username,given_name, family name,email|5241e5ad778e6a9de03336337dad7ddaabf354ecd3deaa0913518eb7647398ch |
| || |[lUserInfoRequest|UserInfoSuccessResponse]| ||| |mod_auth_openidc

[Thu Apr 20 15:59:57.555901 2023] [auth_openidc:debug] [pid 6819] src/proto.c(2145): [client 127.0.0.1:44868]
oidc_user_info_response_validate: {
"sub":"5241e5ad778e6a9de03336337dad47ddaabf354ecd3deaad913518eb7647398ch",
"email_verified":false,
"name":"Maria Pingel",
"preferred_username":"professorin",
"given_name":"Maria",
"family_name":"Pingel",
"email":"maria.pingel@nodomain. local"
}, referer: https://idp2.1local/

[Thu Apr 20 15:59:57.556114 2023] [auth_openidc:debug] [pid 6819] src/util.c(2240): [client 127.0.0.1:44868]
oidc_util_json_merge: dst={
"sub":"5241e5ad778e6a9de03336337dad47ddaabf354ecd3deaa0913518eb7647398ch",
"email_verified":false,
"name":"Maria Pingel",
"preferred_username":"professorin",
"given_name":"Maria",
"family_name":"Pingel",
"email":"maria.pingel@nodomain. local",
"at_hash":"mSGiX1f3yodv4X30n3gF8Q",
"aud":"_71f6d421627e10f91b17be9736ccafe9",
"auth_time":1681999191,
"iss":"https://idp2.1local",
"exp":1682002796,
"iat":1681999196,
"nonce" :"y000nscthS_oHoxWvxiGAJtwBjK8NCZgrGTpjuQXnik",
"sid":"_a7ccdf74d25c45fdObd979a70788e9e0"
}, referer: https://idp2.local/



127.0.0.1 - [20/Apr/2023:15:59:57 +0200]
HTTP/1.1" 200 2400 "https://idp2.local/" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101
Firefox/112.0"

Logdatei von OP mit optionaler Tokenverschlusselung
(Ausschnitt)

OP: Verschliisselung am Bsp. der UserInfo Response

2023-05-09 14:42:58,388 - 127.0.0.2 - DEBUG
[net.shibboleth.idp.plugin.oidc.op.profile.impl.PopulateOIDCEncryptionParameters:232] - Profile Action
PopulateOIDCEncryptionParameters: Resolving EncryptionParameters for response encryption

2023-05-09 14:42:58,389 - 127.0.0.2 - DEBUG
[net.shibboleth.idp.plugin.oidc.op.profile.impl.PopulateOIDCEncryptionParameters:291] - Profile Action
PopulateOIDCEncryptionParameters: Adding OIDC client information to resolution criteria for encryption algorithms
2023-05-09 14:42:58,397 - 127.0.0.2 - DEBUG
[net.shibboleth.idp.plugin.oidc.op.security.impl.0IDCClientInformationEncryptionParametersResolver:311] - Selected key
XnQaK2f1GYePRwW7FZfP0o2IU6GvUewvYdy190NDXGwq8 for alg RSA1_5 and enc A256GCM

2023-05-09 14:42:58,398 - 127.0.0.2 - DEBUG
[net.shibboleth.idp.plugin.oidc.op.profile.impl.PopulateOIDCEncryptionParameters:244] - Profile Action
PopulateOIDCEncryptionParameters: Resolved EncryptionParameters for response encryption

2023-05-09 14:42:59,204 - 127.0.0.2 - DEBUG
[net.shibboleth.idp.plugin.oidc.op.oauth2.profile.impl.AbstractEncryptTokenAction:131] - Profile Action
EncryptProcessedToken: Encrypting with kid XnQaK2f1GYePRw7FZfPo2IU6GvuewvYdy190NDxGwg8 and params alg: RSA1_5 enc:
A256GCM

[Tue May 09 15:03:32.854029 2023] [auth_openidc:debug] [pid 8675] src/proto.c(2112): [client 127.0.0.4:37160]
oidc_user_info_response_validate: enter: userinfo_signed_response_alg=(null), userinfo_encrypted_response_alg=RSA1_5,
userinfo_encrypted_response_enc=A256GCM, referer: https://idpl.local/
[Tue May 09 15:03:32.854596 2023] [auth_ openldc debug] [pid 8675] src/proto.c(2122): [client 127.0.0.4:37160]
oidc_user_info_response_validate:

"kld":"XnQaK2f1GYePRw7FZfP02IU6Gvuevady190NDxqu8"

"Cty" : "JWT"

"enc":"A256GCM",

Ilalgll : "RSAl_S"},
referer: https://idp1.local/



[Tue May 09 15:03:32.854979 2023] [auth_openidc:debug] [pid 8675] src/util.c(2306): [client 127.0.0.4:37160]

oidc_util_create_symmetric_key: key_len=32, referer: https://idpl.local/

[Tue May 09 15:03:32.940126 2023] [auth_openidc:debug] [pid 8675] src/proto.c(2145):

oidc_user_info_response_validate:
"eduPersonAssurance":"https:\\/\\/refeds.org\\/assurance",
"sub":"5241e5ad778e6a9de03336337dad47ddaabf354ecd3deaa®913518eb7647398ch",

"schacHomeOrganization":"idp. local",
"eduPersonScopedAffiliation":"member@local staff@local employee@local"},

referer: https://idp1.local/

[client 127.0.0.4:37160]



